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PURPOSE:

To establish guidelines for the acceptable use of the City’s electronic equipment and systems
used by employees who have access authorized by the City.

GENERAL POLICY:

Electronic equipment, including personal computers, laptops, wireless devices, computer
systems, networks, servers, wireless networks and systems, software and applications, memory
storage devices, personal digital assistants and hand-held computers, cellular or satellite
telephones and any other electronic equipment are business tools to be used for conducting the
City’s business only. Such equipment shall be used in accordance with generally accepted
business practices and this policy. Current laws as referenced in the Public Records Act and the
City’s Records Retention Policy shall be adhered to at all times.

Employees are reminded that electronic communications, such as emails, are not intended to
supplant direct, personal communication where direct contact would be more appropriate. It is
intended that the rules and procedures which follow will assist employees in maintaining high
ethical standards of conduct while accessing, utilizing, and disseminating information gained
through the City’s electronic systems and that employees will strive to maintain the integrity of
the information systems of the City of Pasadena.

Employees are also reminded that when they participate in social networking sites, web logs
(“blogs™), or video or photographic share sites from a City computer or equipment, or from their

personal computer or electronic equipment, and there is any information that identifies the person

as a City of Pasadena employee, or they join or connect with sites for professional City business
purposes from their own personal social networking sites, that all the rules and regulations
pertaining to the person as an employee of the City of Pasadena are in full force and effect. For
instance, participating on a social networking site in which the person identifies himself or
herself as a City employee, or in which that person joins another site or provides a link to
another site, and so identifies himself or herself, any communications and information on that
site which may reflect on the City of Pasadena may be regulated and restricted as if the
information comes directly from them as a City of Pasadena employee. Posting information that
discredits the City or causes embarrassment to the City or the person’s employment could lead to
disciplinary action up to and including termination.






